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Post Incident Review 
Prepared by Marcus Edwards & Eric Blumhart 
 

Date: 24th August 2022 

Overview 

The following is a summary of problems experienced with the AuthStore EC2 web server. 
 

Incident Reported (Date/Time) Friday 5th August 2022 19:00 (AEST) 

Incident Resolved (Date/Time) Wednesday 24th August 2022 19:20 (AEST) 

Severity 1  

SLA Impact  Current SLA 99.5% 

Reported By Katie Gruzwalski  

Escalated To Mark Scopece Marcus Edwards 

Incident ID [USMI] - [OCA] - [Invalid status code BadGateway] 

Internal Ticket ID(s) CAS-57069-P6N2J4 Dynamics 

 57472 Helix 

Incident Response Timeline 

Friday 5th August 2022 19:00 Eric Blumhart [EB] created Helix 57472 

Friday 5th August 2022 19:05 Mark Scopece [MS] performed initial investigation and update 
Helix 57472 

Saturday 6th August 2022  Ian Timms [IT] performed investigation and reviewed AWS 
insight DB logs 

Tuesday 9th August 2022  Sameer Joshi [SJ] analysed data with [MS] 

Wednesday 10th August 2022  [SJ] and Justin Woods [JW] Update logging and Octopus 

Thursday 18th August 2022  Meeting Martin Duperron [MD], [SJ] and Vincent Moreau [VM] 
to development tasks 

Wednesday 24th August 2022  Mario Bisson [MB] in depth log analysis; extract enquiry details 
from logs 

Wednesday 24th August 2022 16:36 Katie G informed of a single potentially affected ticket that was 
still valid. [JM] 

Thursday 25th August 2022 8:00 List of potentially affected tickets provided to Bruce C via 
email.[JM] 
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Friday 26th August  Second list of potentially affected tickets sent to S.Boe (cc Bruce 
C) 

** Wednesday 6th July 2022  Helix 57215 created **Unknown to be related to this issue at 
the time of creation 

Impact 

Call Centre 
There was no direct impact to the Call Centre operations from the incident. 
 
External Customers 
 
External customers may have submitted enquiries on the 7/5/2022 where the OneCallAccess system did not 
correctly generate notifications to relevant authorities at the dig site location. This subsequently resulted in an 
incident involving DTE ENERGY (GAS) GAS, Station code: MCGC26 

Root Cause 

The root cause is linked the AuthStore timeouts due to high resource utilization on the EC2 webserver specific 
to application pool; PelicanCorp.Services.AuthStoreAPI.USMI    
  
Investigations show for the specific period; 13:30 – 14:20 on 7/5/2022, the CompanyAccounts AuthStore API 
was not accessible during the OCA NGen notification generation process for some enquiries.  
  
During the specific period (13:30 – 14:20 on 7/5/2022) NGen.API logs recorded numerous instances of the error 
"Error occurred while creating notification, Operation returned an invalid status code 'BadGateway" while 
Application and .Net Runtime errors were recorded in the Event Viewer on the Shared Web server. 
 

Corrective Action 

Application pool PelicanCorp.Services.AuthStoreAPI.USMI  was recycled/restarted 

 

Further Information 

The shared AuthStore server was examined, and the Event Viewer logs indicated numerous Application and 
.Net Runtime errors on 7/5/2022 where 'The process was terminated due to an unhandled exception'; refer 
details below 
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NGen.API logs for both the Internal and External web applications were also examined and revealed numerous 
instances of the error "Error occurred while creating notification, Operation returned an invalid status code 
'BadGateway". 
 

 
 
In depth log analysis was conducted and identified 149 records enquiries linked to the above error. 
The enquiry records have been assessed with the following statuses. 
JOB NEW = 12 

JOB CANCELLED = 15 

JOB PROCESSED = 122 

  
All enquiries have expiration date ranging from 13-Jul to 6-Aug 2022 except for one (1) enquiry 
2022070503308-000 with expiration date of 4/01/2023. It is suggested this enquiry be reviewed by the MISS 
DIG call center and re-entered.  
  
In addition, database analysis was also performed and identified a further 70 enquiries with JOB NEW status. 
These enquiries remained in a transient state with no notifications generated to utilities. The JOB NEW error 
status was not flagged in Management Tools for identification and currently requires development effort to 
allow enquiries with this status to be reprocessed. Relevant Helix 57215 for this issue was created on 6-Jul 
2022. 
 

 
 

Lessons Learned 

The affected services have been stable in all previous generations of the OCA and since the inception of the 
current OCA platform.  This incident has shown us a vulnerability that we believed never existed.  The action 
plan includes reinforcing the logging and active alerts for events that could produce this sort of outcome. 
 
 
 

Status Redone # enRequestNumberCH enCommencementDT enCompletionDateDT enExpirationDateDT enLegalCommencementDT enStreetNameCH enSuburbCH enXStreetNameACH enXLocation enYLocation enWorkingOnBehalfOfAuthorityCH enActivityCodeIDFK enExcavationMethodIDFK enTicketCreationMethodCH

2022070503272-000 7/8/2022 13:47 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:47 101 4th Ave Tawas City north st w -83.520894 44.271722 Other Business 5749 5 New

2022070503377-000 7/8/2022 13:57 7/23/2022 0:00 7/29/2022 23:59 7/8/2022 13:57 1034 Red Coat Ln NE Sparta pine island dr ne -85.643478 43.133821 ALGOMA TOWNSHIP 8976 8 New

OK 2022070503182-000 2022070503240-000 7/19/2022 8:00 8/9/2022 0:00 8/9/2022 23:59 7/19/2022 8:00 1124 Willow St Traverse City Monroe St -85.642615 44.772148 Homeowner 4909 6 Copy

2022070503213-000 7/8/2022 13:38 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:38 114 E Catherine St Tekonsha East of S Main St -84.985901 42.091975 CONSUMERS ENERGY (ELECTRIC DISTRIBUTION) 3469 18 New

2022070503246-000 7/8/2022 13:38 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:38 114 E Catherine St Tekonsha East of S Main St -84.985901 42.091975 CONSUMERS ENERGY (ELECTRIC DISTRIBUTION) 3469 18 New

2022070503382-000 7/8/2022 13:38 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:38 114 E Catherine St Tekonsha East of S Main St -84.985901 42.091975 CONSUMERS ENERGY (ELECTRIC DISTRIBUTION) 3469 18 New

2022070503270-000 7/8/2022 13:34 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:34 11966 Newburgh Rd Livonia S Capitol Ct -83.410792 42.370743 CONSUMERS ENERGY (GAS DISTRIBUTION) 6529 9 New

2022070503283-000 7/8/2022 13:34 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:34 11966 Newburgh Rd Livonia S Capitol Ct -83.410792 42.370743 CONSUMERS ENERGY (GAS DISTRIBUTION) 6529 9 New

2022070503316-000 7/8/2022 13:34 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:34 11966 Newburgh Rd Livonia S Capitol Ct -83.410792 42.370743 CONSUMERS ENERGY (GAS TRANSMISSION) 6529 9 New

2022062004406-001 7/5/2022 13:32 7/8/2022 0:00 7/14/2022 23:59 1/0/1900 0:35 12969 Greenly St Holland JOHN F DONNELLY DR -86.1033 42.833213 KEPS TECHNOLOGIES, INC. DBA ACD.NET 1687 7 DestroyedMarkings

2022070503362-000 7/8/2022 13:32 7/8/2022 0:00 7/29/2022 23:59 7/8/2022 13:32 13275 Old Oaks Dr Fenton GERMANY RD -83.693097 42.708418 Other Business 5067 16 New

2022070503326-000 7/8/2022 13:54 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:54 14 Mile Rd Troy MINNESOTA -83.095692 42.534514 CONSUMERS ENERGY (GAS DISTRIBUTION) 4276 18 New

2022070503336-000 7/8/2022 13:55 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:55 14998 Hanford Ave Allen Park LAURENCE ST -83.195997 42.266105 DTE ENERGY (GAS) 1001 8 New

2022070503359-000 7/8/2022 13:55 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:55 14998 Hanford Ave Allen Park LAURENCE ST -83.195997 42.266105 DTE ENERGY (GAS) 1001 8 New

ok 2022070503309-000 2022070503324-000 7/8/2022 13:48 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:48 15 W Chestnut St Douglas N Main St -86.200751 42.645451 COMCAST 67 6 New

rev001 Req- water remark 2022062203782-001 7/5/2022 13:57 7/11/2022 0:00 7/26/2022 23:59 1/0/1900 0:58 15550 Alsip St Roseville LARRY ST -82.96218 42.498658 CONSUMERS ENERGY (GAS DISTRIBUTION) 4099 18 UnmarkedFacilities

2022070503153-000 7/8/2022 13:39 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:39 1718 Matthew Ct St Joseph bacon school rd -86.414669 42.053553 Homeowner 836 1 New

2022070503194-000 7/8/2022 13:39 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:39 1718 Matthew Ct St Joseph bacon school rd -86.414685 42.053543 Homeowner 836 1 New

2022070503381-000 7/8/2022 13:56 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:56 17709 W Spring Lake Rd Spring Lake Harbor Point Drive -86.191993 43.091012 Homeowner 5696 6 New

2022070503391-000 7/8/2022 13:56 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:56 17709 W Spring Lake Rd Spring Lake Harbor Point Drive -86.191993 43.091012 Homeowner 5696 6 New

2022070503343-000 7/8/2022 13:47 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:47 18 Sawmill Creek Trail Saginaw Midland Rd -84.062169 43.454173 Contractor (Subcontractor only) 836 6 New

2022070503379-000 7/8/2022 13:47 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:47 18 Sawmill Creek Trail Saginaw Midland Rd -84.062169 43.454173 Contractor (Subcontractor only) 836 6 New

2022070503333-000 7/8/2022 13:49 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:49 1800 Janes Ave Saginaw 13th st -83.919372 43.429125 SAGINAW CITY 7364 11 New

2022070503390-000 7/8/2022 14:00 7/22/2022 0:00 7/29/2022 23:59 7/8/2022 14:00 1800 Janes Ave Saginaw 12th st -83.919848 43.429139 SAGINAW CITY 7364 11 New

2022070503357-000 7/13/2022 13:47 7/14/2022 0:00 8/3/2022 23:59 7/13/2022 13:47 2015 Groesbeck Blvd Lansing N Fairview ave -84.522121 42.754949 --Not Listed-- 7351 1 New

See other tab 2022070503394-000 7/8/2022 14:03 7/9/2022 0:00 7/29/2022 23:59 7/8/2022 14:03 2104 George St Prescott Elbow Lake Rd -84.038882 44.211706 Homeowner 8976 8 New

2022070503212-000 7/8/2022 13:30 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:30 2278 N Sheridan Ave Flushing Potter Rd -83.92774 43.037281 Homeowner 4889 9 New

2022070503292-000 7/8/2022 13:42 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:42 23 Mockingbird Ct Battle Creek Garrison Ave -85.16725 42.33989 Contractor (Subcontractor only) 836 6 New

2022070503299-000 7/8/2022 13:42 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:42 23 Mockingbird Ct Battle Creek Garrison Ave -85.16725 42.33989 Contractor (Subcontractor only) 836 6 New

2022070503380-000 7/8/2022 13:42 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:42 23 Mockingbird Ct Battle Creek Garrison Ave -85.16725 42.33989 Contractor (Subcontractor only) 836 6 New

2022070503069-000 7/8/2022 13:20 7/8/2022 0:00 7/29/2022 23:59 7/8/2022 13:20 249 Edison St Pontiac Kemp St -83.291483 42.650919 DTE ENERGY (ELECTRIC) 7351 18 New

2022070503264-000 7/8/2022 13:45 7/20/2022 0:00 7/29/2022 23:59 7/8/2022 13:45 26457 Harrow Ct South Lyon Holland Dr -83.630263 42.480231 Homeowner 836 1 New

2022070503311-000 7/8/2022 13:45 7/20/2022 0:00 7/29/2022 23:59 7/8/2022 13:45 26457 Harrow Ct South Lyon Holland Dr -83.630263 42.480231 Homeowner 836 1 New

2022070503334-000 7/8/2022 13:45 7/20/2022 0:00 7/29/2022 23:59 7/8/2022 13:45 26457 Harrow Ct South Lyon Holland Dr -83.630263 42.480231 Homeowner 836 1 New

2022070503237-000 7/8/2022 13:38 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:38 3 poles south of milwaukee on beaubienDetroit milwaukee E -83.066369 42.370724 DTE ENERGY (ELECTRIC) 7351 1 New

2022070503341-000 7/8/2022 13:38 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:38 3098 Newcastle Rd Ann Arbor Exmoor Rd -83.69839 42.260576 Homeowner 5725 9 New

2022070503375-000 7/8/2022 13:38 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:38 3098 Newcastle Rd Ann Arbor Exmoor Rd -83.69839 42.260576 Homeowner 5725 9 New

2022070503348-000 7/8/2022 13:46 7/14/2022 0:00 7/29/2022 23:59 7/8/2022 13:46 311 N Washington St Hale Main St -83.807576 44.381101 Contractor (Subcontractor only) 3328 9 New

2022070503365-000 7/8/2022 13:46 7/14/2022 0:00 7/29/2022 23:59 7/8/2022 13:46 311 N Washington St Hale Main St -83.807227 44.381101 Contractor (Subcontractor only) 3328 9 New

2022070503361-000 7/8/2022 13:58 7/8/2022 0:00 7/29/2022 23:59 7/8/2022 13:58 3425 Birchwood Ave SW Grand Rapids 34TH ST SW -85.671638 42.901678 AT&T 11587 7 Copy

2022070503371-000 7/8/2022 13:58 7/8/2022 0:00 7/29/2022 23:59 7/8/2022 13:58 3425 Birchwood Ave SW Grand Rapids 34TH ST SW -85.671638 42.901678 AT&T 11587 7 Copy

2022070503376-000 7/8/2022 13:58 7/8/2022 0:00 7/29/2022 23:59 7/8/2022 13:58 3425 Birchwood Ave SW Grand Rapids 34TH ST SW -85.671638 42.901678 AT&T 11587 7 Copy

2022070503370-000 7/8/2022 13:59 7/28/2022 0:00 7/29/2022 23:59 7/8/2022 13:59 3569 Tuscany Dr SE Grand Rapids BURGER DR SE -85.49976 42.89956 CONSUMERS ENERGY (ELECTRIC DISTRIBUTION) 3487 18 New

2022070503386-000 7/8/2022 13:59 7/28/2022 0:00 7/29/2022 23:59 7/8/2022 13:59 3569 Tuscany Dr SE Grand Rapids BURGER DR SE -85.49976 42.89956 CONSUMERS ENERGY (ELECTRIC DISTRIBUTION) 3487 18 New

2022070503200-000 7/8/2022 13:38 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:38 3955 Orchard Lake Rd West Bloomfield Township w long lake -83.358583 42.581869 Other Business 4871 9 New

2022070503350-000 7/8/2022 13:38 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:38 3955 Orchard Lake Rd West Bloomfield Township w long lake -83.358583 42.581869 Other Business 4871 9 New

2022070503358-000 7/8/2022 13:38 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:38 3955 Orchard Lake Rd West Bloomfield Township w long lake -83.358583 42.581869 Other Business 4871 9 New

2022070503116-000 7/11/2022 8:00 7/11/2022 0:00 8/1/2022 23:59 7/11/2022 8:00 471 Anhinga Dr East Lansing Shaerwater ln -84.490732 42.773492 Other Business 7316 1 New

2022070503351-000 7/8/2022 13:45 7/9/2022 0:00 7/29/2022 23:59 7/8/2022 13:45 5173 Iroquois Ct Village of Clarkston Michigamme -83.358124 42.771976 Homeowner 3307 16 New

2022070503369-000 7/8/2022 13:45 7/9/2022 0:00 7/29/2022 23:59 7/8/2022 13:45 5173 Iroquois Ct Village of Clarkston Michigamme -83.358124 42.771976 Homeowner 3307 16 New

2022070503389-000 7/8/2022 13:45 7/9/2022 0:00 7/29/2022 23:59 7/8/2022 13:45 5173 Iroquois Ct Village of Clarkston Michigamme -83.358124 42.771976 Homeowner 3307 16 New

2022070503346-000 7/8/2022 13:54 7/22/2022 0:00 7/29/2022 23:59 7/8/2022 13:54 6117 Flowerday Dr Mt Morris N OF ORANGE BLOSSOM DR -83.702437 43.093812 CONSUMERS ENERGY (GAS DISTRIBUTION) 4121 18 New

2022070503140-000 7/8/2022 16:00 7/11/2022 0:00 7/29/2022 23:59 7/8/2022 16:00 653 S 8th St Kalamazoo W KL Ave -85.687342 42.282552 KALAMAZOO COUNTY ROAD COMMISSION 7364 6 Copy

2022070503298-000 7/8/2022 13:51 7/17/2022 0:00 7/29/2022 23:59 7/8/2022 13:51 7305 Dupre Ave Windsor Charter Township Burgundy / Dupre -84.641365 42.673429 Homeowner 5710 6 New

2022070503355-000 7/8/2022 13:51 7/17/2022 0:00 7/29/2022 23:59 7/8/2022 13:51 7305 Dupre Ave Windsor Charter Township Burgundy / Dupre -84.641365 42.673429 Homeowner 5710 6 New

2022070503322-000 7/8/2022 13:25 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:25 846 Lost Lake Trail Oakland West Predmore -83.168998 42.787112 OAKLAND TOWNSHIP 7364 11 New

2022070503210-000 7/8/2022 13:39 7/18/2022 0:00 7/29/2022 23:59 7/8/2022 13:39 855 Washington Ave Frankfort Washington Avenue -86.227519 44.616361 Homeowner 2482 4 New

2022070503303-000 7/8/2022 13:49 7/16/2022 0:00 7/29/2022 23:59 7/8/2022 13:49 8930 Knolson Ave Livonia N off Joy Rd -83.422917 42.353503 Homeowner 898 16 New

2022070503374-000 7/8/2022 13:49 7/16/2022 0:00 7/29/2022 23:59 7/8/2022 13:49 8930 Knolson Ave Livonia N off Joy Rd -83.422917 42.353503 Homeowner 898 16 New

2022070503347-000 7/8/2022 13:54 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:54 Church St calumet HWY US 41 -88.444712 47.245935 HOUGHTON COUNTY 8165 9 New

2022070503356-000 7/8/2022 13:54 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:54 Church St calumet HWY US 41 -88.444712 47.245935 HOUGHTON COUNTY 8165 9 New

2022070503367-000 7/8/2022 13:54 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:54 Church St calumet HWY US 41 -88.444712 47.245935 HOUGHTON COUNTY 8165 9 New

2022070503383-000 7/8/2022 13:54 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:54 Church St calumet HWY US 41 -88.444712 47.245935 HOUGHTON COUNTY 8165 9 New

2022070503384-000 7/8/2022 13:54 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:54 Church St calumet HWY US 41 -88.444712 47.245935 HOUGHTON COUNTY 8165 9 New

2022070503366-000 7/19/2022 13:57 8/9/2022 0:00 8/9/2022 23:59 7/19/2022 13:57 Clifton Blvd East Lansing Grand River AVe -84.491781 42.737806 EAST LANSING CITY 8111 8 New

2022070503378-000 7/19/2022 13:57 8/9/2022 0:00 8/9/2022 23:59 7/19/2022 13:57 Clifton Blvd East Lansing Grand River AVe -84.491781 42.737806 EAST LANSING CITY 8111 8 New

2022070503263-000 7/8/2022 13:45 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:45 E Morrison Rd Bingham Township Bad Axe Rd -82.992895 43.693878 Homeowner 8149 8 New

2022070503338-000 7/8/2022 13:53 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:53 E MORRISON RD Bingham Township BAD AXE RD -82.992948 43.693787 Homeowner 8115 8 New

2022070503267-000 7/8/2022 13:49 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:49 Interstate 69 Lansing Francis Rd -84.66695 42.787037 Contractor (Subcontractor only) 1064 1 Copy

2022070503385-000 7/8/2022 13:57 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:57 Interstate 69 Lansing Francis Rd -84.655054 42.79 Contractor (Subcontractor only) 1064 1 Copy

2022070503387-000 7/8/2022 13:57 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:57 Interstate 69 Lansing Francis Rd -84.655054 42.79 Contractor (Subcontractor only) 1064 1 Copy

2022070503335-000 7/8/2022 13:52 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:52 Oakman Blvd Detroit Ewald Cir -83.144326 42.388069 Other Business 8111 9 Copy

2022070503349-000 7/8/2022 13:52 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:52 Oakman Blvd Detroit Ewald Cir -83.144326 42.388069 Other Business 8111 9 Copy

2022070503360-000 7/8/2022 13:52 7/29/2022 0:00 7/29/2022 23:59 7/8/2022 13:52 Oakman Blvd Detroit Ewald Cir -83.144326 42.388069 Other Business 8111 9 Copy

2022031001462-003 7/5/2022 13:32 9/1/2022 0:00 9/11/2022 23:59 7/6/2022 13:34 Portage Rd Kalamazoo Kilgore Service Rd -85.560021 42.242383 MDOT 8509 18 DestroyedMarkings
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Action Plan 

Action Details Owner Notes 
Conduct Server 
Review 

Monitor memory usage on the EC2 web 
instances usonecallweb01, 
usctsharedweb01 and examine dump files 
for any memory leaks in code. 

  
Separate AuthStore for OneCall and 
POSR/CloudStorage. 
 

Service 
Delivery/Dev 

 

Review IIS 
configuration 

Review/Implement App Pool recycling to 
occur at specific time intervals and when 
Private memory usage parameters are 
met. 
 

Service 
Delivery/Dev 

 

Conduct Code Review Modify OCA NGen code. 
Eliminate unnecessary calls to the 
AuthStore API in fetching 
CompanyExternalServices notification 
types. 

  
Modify the notification create flow to 
preserve record integrity. 

 
Update Management Tools application to 
identify all failed request type and allow 
for the reprocessing of JOB NEW enquiry 
statues. 

Dev  

Improve Logging 
process 

Review IQE/NGen NLog configuration; 
implement log archiving to S3 buckets for 
increase retention. 

  
NGen API logs to include the Job No details 
for easy identification of enquiries during 
retrospective analysis. 

  
Review/Implement Sumo logs alerts when 
specific error thresholds occur and email 
the Global support team 

Service 
Delivery/Dev 

 

 
These actions are being implemented over the next few sprints (15-17) 
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PelicanCorp endeavours to provide information that is accurate at the time of issuing the report. Information in 
this report may be superseded by further information or facts becoming available at a later date and time. The 
material on this Incident Report may include the views or recommendations of third parties, which do not 
necessarily reflect the views of PelicanCorp, or indicate its agreement to a particular course of action. 


